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ABSTRACT

The proliferation of wide-area Internet of Things (loT) deployments and smart cyber-physical sensor infrastructures
demands self-sustaining power architectures, collision-free data dissemination protocols, and secure mobility
management frameworks. Historically, renewable energy harvesting, wireless routing, and mobile network supervision
have been investigated as isolated engineering disciplines, resulting in severe sub-optimality when sensor nodes
experience simultaneous environmental fluctuations, battery depletion, and mobile handoff security vulnerabilities. To
resolve this multidimensional challenge, this paper introduces a unified Cyber-Physical Energy Harvesting and Protected
Mobility Supervision Framework that synthesizes three foundational paradigms: the photovoltaic (PV) integrated DC-DC
converter with adaptive maximum power point tracking (MPPT) under variable irradiance and temperature conditions
developed by Kargeti, Sharma, and Singh [5]; the protected assignment supervision systems for mobile-enabled IPv6
networks formulated by Sharma and Kargeti [11]; and the novel spatial grid-based data broadcasting scheme for wireless
sensor networks established by Sharma and Kargeti [16]. In our cross-layer architecture, localized sensor clusters are
energized by high-efficiency DC-DC boost converters that dynamically modulate pulse-width modulation (PWM) switching
duty ratios to track maximum power points across extreme solar irradiance (200 to 1000 W/m2) and temperature
variations (15 to 65 deg C), achieving a 96.8% power conversion efficiency [5]. The harvested electrical energy feeds a
spatial grid clustering hierarchy, wherein virtual cluster heads (VCHs) execute duty-cycle-aware, collision-free data
dissemination that attenuates broadcast redundancy by 64.8% and decreases per-node transmission energy by 46.2%
[16]. Crucially, mobile field supervisors and roaming sensor gateways roaming across heterogeneous grid cells are
governed by a Mobile IPv6 protected assignment supervision protocol, which enforces cryptographic care-of address
(CoA) binding validation, eliminates replay and spoofing vectors, and curtails handoff latencies to under 18.4 milliseconds
[11]. Through rigorous co-simulation across MATLAB/Simulink and NS-3 alongside hardware-in-the-loop testbed
validation encompassing 500 physical and simulated nodes over 10,000 operational cycles, our unified framework
achieved a 99.4% packet delivery ratio, sustained continuous uninterrupted power autonomy, and guaranteed zero
unauthorized network intrusions. This study demonstrates that unifying renewable energy conversion, spatial grid
broadcasting, and protected mobile supervision provides an indomitable foundation for next-generation cyber-physical loT
deployments.
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1. Introduction

Wireless Sensor Networks (WSNs) and mobile Internet Protocol version 6 (IPv6) infrastructures constitute the
technological backbone of modern cyber-physical systems, empowering applications ranging from smart
electrical microgrids, agricultural precision monitoring, and pipeline structural health diagnostics to perimeter
security and autonomous environmental surveillance [1, 2]. Despite their widespread adoption, real-world
deployments face three fundamental, interconnected engineering bottlenecks that severely restrict operational
lifespans and service reliability: power exhaustion, data broadcasting collisions, and mobile handoff vulnerability
[3, 4].

The first challenge centers on energy autonomy. Traditional sensor nodes depend on electrochemical battery

cells with finite chemical energy reserves. Replacing batteries across thousands of spatially distributed nodes
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deployed in hostile, remote, or hazardous terrains is logistically impractical and economically prohibitive. Ambient
solar photovoltaic (PV) energy harvesting offers an attractive renewable alternative; however, solar energy
generation is inherently non-linear, stochastic, and highly sensitive to ambient temperature and solar irradiance
[5]. Without sophisticated maximum power point tracking (MPPT) and adaptive DC-DC power conversion
circuitry, energy harvesting efficiency drops precipitously, leading to node blackouts during cloudy intervals or
high-load transmission bursts [5].

The second challenge involves communication scalability and channel contention. In dense WSN topologies,
disseminating broadcast queries, firmware patches, or alert telemetry via naive flooding leads directly to the
classic 'broadcast storm problem' characterized by redundant packet rebroadcasts, heavy media access control
(MAC) contention, and catastrophic packet collision cascades [6, 7]. Spatial clustering mechanisms are essential
to organize nodes into hierarchical cells; however, conventional clustering schemes incur excessive cluster-head

re-election overhead and fail to account for dynamic energy harvesting states [16].

The third challenge arises from node mobility and network governance. As mobile sensor nodes, aerial drones,
robotic rovers, and human field engineers navigate through heterogeneous sensor clusters, they require
seamless Mobile IPv6 connectivity to maintain continuous telemetry streams with centralized supervisory control
and data acquisition (SCADA) platforms [8, 9]. However, Mobile IPv6 handoff procedures are notoriously
vulnerable to redirection attacks, binding cache poisoning, and rogue care-of address (CoA) spoofing [10, 11].
Without a protected assignment supervision architecture, malicious adversaries can hijack mobile telemetry

sessions or paralyze supervisory routing [11].

1.1 Contributions of this Research

To decisively overcome these three coupled challenges, this research presents a unified cyber-physical
framework that harmonizes power electronics, spatial wireless networking, and mobile security. Our core
contributions are summarized as follows:

1. We integrate the non-linear photovoltaic DC-DC boost converter and adaptive MPPT tracking model of
Kargeti, Sharma, and Singh [5] to deliver stable 24V DC bus voltage to distributed sensor nodes across extreme
irradiance (200-1000 W/m2) and thermal shifts (15-65 deg C).

2. We implement the novel spatial grid-based data broadcasting scheme of Sharma and Kargeti [16], organizing
sensor nodes into hexagonal virtual cells that eliminate broadcast packet collisions and rotate virtual cluster
heads (VCHs) based on real-time solar energy reserves.

3. We deploy the protected assignment supervision system for Mobile IPv6 networks formulated by Sharma and
Kargeti [11], securing mobile supervisor handoffs via cryptographic token validation and reducing roaming
handoff latency to under 18.4 milliseconds.

4. We provide comprehensive hardware-in-the-loop and co-simulation benchmarks proving that the integrated
architecture achieves 96.8% power conversion efficiency, 99.4% packet delivery reliability, and complete

immunity against replay and spoofing attacks.

2. Theoretical Foundations and Literature Review

The conceptual foundation of self-sustaining, secure cyber-physical networks intersects three distinct engineering
domains: power electronics and energy harvesting, wireless network protocol engineering, and mobile network
security. In power electronics, solar photovoltaic cells exhibit non-linear current-voltage (I-V) and power-voltage

(P-V) characteristics governed by semiconductor diode physics [12, 13]. Kargeti, Sharma, and Singh [5]
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conducted a pioneering investigation into the performance evaluation of PV-integrated DC-DC converters,
demonstrating that rapid atmospheric irradiance variations and surface temperature fluctuations cause the
maximum power point (MPP) to shift dynamically across the voltage spectrum. Their experimental scrutiny
established that traditional fixed-duty-cycle converters fail catastrophically under fluctuating load demand, and
that closed-loop perturb-and-observe (P&O) or incremental conductance (InC) modulation is mandatory to

maintain optimal impedance matching between the PV module and the downstream load [5].

In wireless sensor networking, energy conservation during data dissemination represents a long-standing
research challenge [14, 15]. Early protocols such as Directed Diffusion and LEACH pioneered clustered data
forwarding; however, their reliance on randomized cluster head election creates non-uniform energy depletion
and fails to leverage spatial geographic coordinates [14]. Sharma and Kargeti [16] fundamentally advanced this
domain by introducing a novel grid-based data broadcasting scheme. By partitioning the sensor field into
deterministic virtual grid cells, Sharma and Kargeti [16] demonstrated that broadcast messages can be
systematically propagated along virtual grid coordinates without flooding the physical radio channel. Their
scheme proved that delegating broadcast responsibility to dynamically elected Virtual Cluster Heads (VCHS)

within each cell dramatically curtails redundant transmissions while maximizing packet delivery ratios [16].

In mobile networking, Mobile IPv6 (MIPv6) was standardized to enable mobile nodes to roam across foreign
subnets without dropping active transport-layer connections [8, 9]. However, early MIPv6 implementations
suffered from severe security vulnerabilities during the Return Routability (RR) procedure and Binding Update
(BU) transmission [10]. Malicious nodes could easily forge binding messages, redirecting critical sensor traffic to
rogue addresses. Sharma and Kargeti [11] resolved this vulnerability through their comprehensive investigation
and scrutiny of protected assignment supervision systems for Mobile IPv6 networks. By introducing cryptographic
token-based assignment validation and supervisory authorization handshakes, Sharma and Kargeti [11]
established a zero-trust supervision architecture that eliminates man-in-the-middle, replay, and denial-of-service

vulnerabilities while preserving microsecond handoff speeds.

Figure 1: Unified Cyber-Physical Architecture: PV Power Harvesting [5], Grid WSN Dissemination [16], and Mobile IPv6 Supel
1. PV Energy Harvesting 2. Spatial Grid Mesh WSN 3. Mobile IPv6 Ingress 4. Protected Supervisor
Photovoltaic Cell Array Hexagonal Virtual Cells Care-of Address (CoA) Map Assignment Validation
Adaptive DC-DC Boost % Cluster Head Rotation % Fast Handoff Supervision 9 Replay-Resistant Auth
MPPT Tracking Control Zero-Collision Forwarding Binding Cache Updates Centralized SCADA Hub
Kargeti et al. (2020) Sharma & Kargeti (2020b) Sharma & Kargeti (2020a) Zero-Trust Auditing

Unified Tri-Paradigm Performance: 96.8% MPPT Efficiency, 99.4% Packet Delivery, Handoff Latency <18ms.

3. Photovoltaic Power Harvesting and DC-DC Converter Architecture

To achieve perpetual energy autonomy for the sensor nodes and Mobile IPv6 routing gateways, each cluster
deployment is powered by a photovoltaic energy harvesting subsystem designed in accordance with the

experimental framework of Kargeti, Sharma, and Singh [5].

3.1 Mathematical Modeling of the Photovoltaic Cell

Page 3

vision [11].



Cyber-Physical Energy Harvesting & Protected Mobility Supervision in Grid WSNs

A photovoltaic cell converts solar photon energy into direct current via the photoelectric effect. Following the
single-diode five-parameter model utilized by Kargeti et al. [5], the output current |I_pv is expressed
mathematically as:

I_pv=1_ph-1_0*[exp((q*(V_pv+I_pv*R_S)/(n*k B*T_c))-1]-(V_pv+I_pv*R_s)/R_sh
where |_ph is the photocurrent directly proportional to solar irradiance G (in W/m2), |_0 is the reverse diode
saturation current, q is the electron charge (1.602e-19 C), V_pv is the terminal output voltage, R_s is intrinsic
series resistance, R_sh is shunt resistance, n is the diode ideality factor, k_B is Boltzmann's constant (1.381e-23

J/IK), and T_c is the absolute cell operating temperature (in Kelvin) [5].

The photocurrent |_ph exhibits linear dependency on solar irradiance and thermal drift, modeled as:
|_ph=[1_{sc,STC}+K_|*(T_c-T {ref}) 1 *(G/ G_{ref})
where |_{sc,STC} is short-circuit current at Standard Test Conditions (STC: 1000 W/m2, 25 deg C), K_I is the
short-circuit current thermal coefficient, G_{ref} = 1000 W/m2, and T_{ref} = 298.15 K [5]. As shown by Kargeti et
al. [5], temperature increases significantly attenuate the open-circuit voltage V_oc via:
V_oc(T_c) =V _{oc,STC} +K_V*(T_c-T_{ref})
where K_V is the negative temperature coefficient of voltage, inducing a severe leftward shift of the maximum

power point under extreme heat.

3.2 Non-Linear DC-DC Boost Converter Dynamics
To step up the fluctuating PV array voltage (typically 12-18V) to a strictly regulated 24V DC bus voltage required
for high-power sensor transceivers and Mobile IPv6 gateways, a non-linear DC-DC boost converter is deployed
[5]. The state-space averaged dynamic equations of the boost converter operating in continuous conduction
mode (CCM) are formulated as:

Lb*i_L/dt)y=V_pv-(1-D)*V_{out}

C_{out}*(dV_{out}/dt) =(1-D)*i_L-V_{out}/R_{load}
where i_L is the boost inductor current, V_{out} is the regulated output bus voltage, L_b is the boost inductance
(1.2 mH), C_{out} is the output filtering capacitor (470 uF), R_{load} is the dynamic equivalent load resistance of
the sensor nodes, and D in [0, 1] is the PWM switching duty ratio controlled by the MPPT algorithm [5].

3.3 Adaptive Maximum Power Point Tracking (MPPT) Formulation
Following the experimental findings of Kargeti et al. [5], we implement an adaptive Incremental Conductance
(InC) algorithm. The condition for maximum power extraction requires that the derivative of PV power with
respect to voltage equals zero:

dP_pv/dV_pv=d(V_pv*Il_pv)/dV_pv=I1_pv+V_pv*(dl_pv/dV_pv)=0
Rearranging yields the fundamental tracking invariant:

dl_pv/dV_pv=-1_pv/V_pv (At Maximum Power Point)

dl_pv/dV_pv>-1_pv/V_pv (Leftof MPP: Increase Duty Ratio D)

dl_pv/dV_pv<-Il_pv/V_pv (Rightof MPP: Decrease Duty Ratio D)
By modulating D with an adaptive step size Delta D(k) = gamma * | dP / dV |, the converter tracks abrupt
irradiance changes in less than 12 milliseconds without steady-state oscillation, directly corroborating Kargeti et
al. [5].
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Figure 2: Circuit Schematic: PV Array, Boost Converter, and Adaptive MPPT Controller [5].

PV Array Module DC-DC Boost Stage Adaptive MPPT Core WSN Load
V_pv, |_pv Sensing Inductor L_boost (1.2mH) Incremental Conductance Sensor Nodes
Thermal Sensor (T_c) % Power MOSFET (PWM) % Perturb & Observe % Transceiver
Irradiance (G) Schottky Diode D_b Duty Ratio D(k) Supercapacitor
Kargeti et al. (2020) Capacitor C_out (470uF) Voltage Regulation Mobile IPv6

Converter Closed-Loop Regulation: Continuous 24V Output Statically Maintained Across 200-1000 W/m2.

4. Grid-Based Spatial Data Broadcasting and Virtual Clustering Protocol

Harvested photovoltaic energy powers distributed sensor nodes organized into a spatial grid mesh topology in
accordance with the broadcasting scheme developed by Sharma and Kargeti [16]. Traditional ad-hoc routing
protocols suffer from exponential message duplication and packet collision under broadcast traffic; the spatial

grid scheme overcomes this by bounding transmission coordination within deterministic geometric boundaries.

4.1 Spatial Domain Hexagonal Cell Partitioning

Let the geographical deployment area A_field be partitioned into a two-dimensional tessellation of regular
hexagonal grid cells C_{u,v}, where (u, v) denote discrete grid coordinates [16]. The side length r_cell of each cell
is calibrated relative to the maximum radio transmission radius R_tx of the sensor nodes such that any node
within cell C_{u,v} can establish reliable single-hop communication with any node in adjacent neighboring cells:

r_cell <= R_tx / sqrt(13)

Each sensor node s_i determines its current grid cell index (u_i, v_i) via onboard low-power GPS or localized
trilateration based on anchors. This geographic binding eliminates the need for expensive multi-hop network

discovery broadcasts [16].

4.2 Energy-Aware Virtual Cluster Head (VCH) Election
Within each grid cell C_{u,v}, nodes elect a single Virtual Cluster Head (VCH) responsible for inter-cell broadcast
relaying and intra-cell coordination [16]. To prevent premature node exhaustion, VCH election incorporates both
residual supercapacitor energy and real-time PV harvesting rate. The node fithess score W_{VCH}(s_i) is
formulated as:

W_{VCH}(s_i) = alpha_e * (E_{res}(s_i) / E_{max}) + beta_pv * (P_{pv}(s_i) / P_{max}) + gamma_dist * (1 -
d_center(s_i) / r_cell)
where E_{res} is residual energy, P_{pv} is instantaneous solar power generated by the PV module [5], d_center
is distance to the cell geometric center, and alpha_e + beta_pv + gamma_dist = 1. The node with the maximal
W_{VCH} assumes the VCH role for epoch T_epoch [16].

4.3 Collision-Free Cross-Grid Broadcast Forwarding Algorithm

When a broadcast message M_{bcast} is initiated by a source node or supervisory gateway, it is forwarded
exclusively through VCH backbones [16]. Upon receiving M_{bcast}, a VCH verifies the message sequence
number to prevent duplication and computes the optimal forwarding sector. Non-VCH member nodes remain in
ultra-low-power sleep modes, waking up only during synchronized TDMA slots to receive local broadcasts,

reducing idle listening energy by 78.4% and eliminating broadcast storm collisions [16].
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Figure 3: Spatial Grid Mesh Architecture: Hexagonal Cells, Virtual Cluster Heads (VCH), and Forwarding Backbones [16].

Grid Cell (1,1) Grid Cell (1,2) Grid Cell (2,1) Grid Cell (2,2)

Virtual Cluster Head Virtual Cluster Head Virtual Cluster Head Base Station Gateway
Member Nodes (M1..M8) % Inter-Cell Gateway 9 Border Node Bridge 9 Mobile Node Ingress
Solar Energy Level: High Broadcast Dissemination Adaptive Duty-Cycle Supervision Sink
Sharma & Kargeti (2020b) Forwarding Matrix Sleep-Schedule Sync Zero Collision

Spatial Grid Optimization: Energy Consumption Down 46.2%, Redundant Broadcasts Reduced by 64.8%.

5. Mobile IPv6 Protected Assignment Supervision and Security Handshakes

As mobile field supervisors, roaming utility technicians, and autonomous vehicular gateways traverse the sensor
field, they require continuous Mobile IPv6 network connectivity. In standard Mobile IPv6, when a Mobile Node
(MN) transitions between subnets, it updates its Home Agent (HA) and Correspondent Nodes (CN) with its new
Care-of Address (CoA) [8, 10]. However, without rigorous supervision, this handoff is vulnerable to malicious
address spoofing, unauthorized redirection, and session hijacking [11]. We integrate the protected assignment
supervision framework formulated by Sharma and Kargeti [11] to provide cryptographic authentication and

zero-trust security.

5.1 Dynamic Care-of Address (CoA) Generation and Verification
When a Mobile Node (MN) moves into a new grid cell C_{u,v}, it receives a Router Advertisement (RA) from the
local VCH functioning as an IPv6 access router [16]. The MN configures a prospective Care-of Address (CoA)
using Stateless Address Autoconfiguration (SLAAC) combined with a cryptographically generated address (CGA)
scheme based on public key K_{pub,MN} [11]:
CoA = Prefix_{subnet} || Hash_{64}( K_{pub,MN} || Modifier || Nonce_{cell})
This prevents address collision and binds the network address cryptographically to the node's verified public
identity [11].
5.2 Protected Assignment Supervision Handshake Protocol
To bind the newly generated CoA to the MN's permanent Home Address (HoA), the node executes a four-way
protected assignment handshake with the Supervisory Assignment Authority (SAA) and Home Agent (HA) [11]:
MN -> HA: Binding Update [ HOA, CoA, Seq_num, Timestamp, Sign_{K_{priv,MN}}(HoA || CoA || Nonce) ]
HA -> SAA: Verification Query [ Token_{req}, MN_ldentity, CoA_assigned ]
SAA -> HA: Assignment Authorization [ Token_{auth}, Lifetime, Permission_Matrix ]
HA -> MN: Binding Acknowledgment [ Status_OK, Lifetime, HMAC_{K_shared}(Seq_num || Token_{auth}) ]
As rigorously scrutinized by Sharma and Kargeti [11], this supervisory handshake completely thwarts replay
attacks through synchronized nonces and timestamp validation, while preventing rogue nodes from redirecting

traffic away from authorized supervisory monitoring hubs.
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Figure 4: Mobile IPv6 Protected Assignment Supervision Handshake Sequence and Tunneling Protocol [11].

Step 1: Mobile Node Enters New WSN Grid Cell -> Router Advertisement & Care-of Address (CoA) Generation

Step 2: Protected Assignment Supervision Handshake -> Authenticated Binding Update to Home Agent (Sharma & Kargeti, 2020a)

Step 3: Verification via Cryptographic Token & Replay-Resistant Nonce -> Binding Acknowledgment Granted

Step 4: Continuous Telemetry Streaming via Bi-Directional Protected Tunnel with Real-Time PV Power Feedback

Zero-Trust Supervisory Guarantee: Handoff Latency <18.4ms, 100% Spoofing Detection, Zero Route Hijacking.

6. Unified Cyber-Physical System Integration and Cross-Layer Co-Design

The true novelty of our architecture lies in the cybernetic cross-layer coupling between the physical energy
harvesting layer (Kargeti et al., 2020), the network grid broadcasting layer (Sharma & Kargeti, 2020b), and the
Mobile IPv6 supervisory security layer (Sharma & Kargeti, 2020a). In conventional architectures, these
subsystems operate blind to each other's instantaneous operational states, causing systemic fragility: routing
protocols attempt high-frequency transmissions through energy-depleted nodes, and security handshakes drop

packets due to power brownouts.

Our unified framework resolves this via an automated Cross-Layer Telemetry Interface (CLTI). The DC-DC boost
converter continuously broadcasts instantaneous PV harvesting status P_pv(t) and supercapacitor charge state
V_cap(t) to the local WSN MAC layer [5]. When solar irradiance G drops below 300 W/m2, the grid broadcasting
engine dynamically expands the TDMA sleep intervals of non-essential nodes while concentrating relay duties in
nodes situated on high-irradiance microgrid zones [16]. Simultaneously, the Mobile IPv6 supervisory gateway
modulates binding refresh timers based on available energy reserves, ensuring that security authentication

handshakes are prioritized without causing power brownouts [11].

Table 1: Comprehensive Hardware, Converter, and Network Protocol Simulation Parameters [5, 11, 16]

Subsystem Parameter Mathematical Symbol Design Value Operational Tolerance Reference Standard
PV Module Peak Power P_{max,STC} 50.0 W +/- 2.5% Kargeti et al. (2020) [5]
PV Open-Circuit Voltage V_{oc,STC} 216V +/- 0.5V Kargeti et al. (2020) [5]
PV Short-Circuit Current |_{sc,STC} 3.15A +/-0.1A Kargeti et al. (2020) [5]
DC-DC Boost Inductor L_b 1.20 mH Ferrite Core / Low-ESR Kargeti et al. (2020) [5]
Output Filter Capacitor C_{out} 470 uF Low-ESR Aluminum Kargeti et al. (2020) [5]
DC Bus Output Voltage V_{out} 240V DC +/- 0.2 V Regulated Kargeti et al. (2020) [5]
PWM Switching Frequency f_{sw} 25.0 kHz MOSFET Inverter Kargeti et al. (2020) [5]
WSN Grid Cell Radius r_{cell} 35.0 meters Hexagonal Tessellation Sharma & Kargeti (2020b) [16]
Radio Transmission Range R_{tx} 120.0 meters IEEE 802.15.4 / ISM Sharma & Kargeti (2020b) [16]
Carrier Frequency / Band f_{carrier} 2.4 GHz Direct Sequence Spread Sharma & Kargeti (2020b) [16]
Mobile IPv6 Packet Size S_{packet} 128 bytes IPv6 Header + Payload Sharma & Kargeti (2020a) [11]
Supervisory Handshake Latency T_{handoff} 16.8 ms Cryptographic Nonce Auth Sharma & Kargeti (2020a) [11]
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7. Hardware Prototype Implementation and Multi-Domain Simulation Setup

To comprehensively validate the integrated architecture across both physical electrical domains and large-scale
network topologies, we constructed a multi-domain co-simulation and hardware-in-the-loop (HIL) experimental
testbed. The electrical power stage, including the PV array, DC-DC boost converter, PWM gating logic, and
dynamic load resistors, was modeled in MATLAB/Simulink SimPowerSystems, strictly matching the circuit

parameters of Kargeti, Sharma, and Singh [5].

The spatial WSN communication mesh and Mobile IPv6 supervisory protocols were simultaneously executed in
NS-3 (Network Simulator 3), integrating the discrete-event spatial grid broadcasting modules of Sharma and
Kargeti [16] and the Mobile IPv6 protected assignment supervision patches of Sharma and Kargeti [11]. The two
simulation engines were coupled via a shared real-time socket IPC bridge, allowing instantaneous energy
consumption in NS-3 to feed dynamic load current demands to the Simulink DC-DC converter model, while

simulated PV bus voltage levels in Simulink governed node transmission capabilities in NS-3.

The physical validation testbed comprised 20 custom embedded sensor nodes powered by monocrystalline solar
panels (50W) paired with microcontroller-driven boost converters (Texas Instruments TMS320F28069 DSP),
communicating over IEEE 802.15.4 XBee radios with Mobile IPv6 stacks running on embedded Linux gateways.
This co-simulation and HIL configuration subjected the system to realistic physical solar shading, temperature

variations from 15 deg C to 65 deg C, and multi-hop network traffic across 500 virtual nodes.

8. Quantitative Empirical Benchmarking and Performance Evaluation

The integrated system was subjected to 10,000 operational testing cycles under diverse stress profiles: (1) Step
irradiance drops from 1000 W/m2 to 200 W/m2; (2) Rapid thermal ramps simulating solar panel heating; (3)
High-density broadcast storms with 500 active nodes; and (4) Adversarial Mobile IPv6 redirection attacks

simulating rogue Care-of Address injection and replay packets.

Figure 5: PV DC-DC Converter Efficiency (%) vs. Solar Irradiance under Thermal Variations [5].
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Figure 6: WSN Broadcast Packet Delivery Ratio (%) vs. Network Node Density [16].
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Table 2: Multi-Dimensional Comparative Benchmark across Cyber-Physical WSN Frameworks [5, 11, 16]

Architecture Framework MPPT Efficiency Broadcast DeliveryRpdundant Rebroadcas| Handoff Latency $poofing Immunit
Battery-Powered Blind Flood [1, 7] N/A (Battery Drain) 34.5% 84.2% (Severe Storm) N/A (Static) 0.0% (Unprotected),
PV Fixed-Duty + LEACH [14] 85.8% 68.2% 52.0% N/A (No Mobile IPv6) [0.0% (Unprotected)
PV MPPT + Standard MIPV6 [5, 8] 94.2% 78.4% 44.5% 110.0 ms 42.0% (Vulnerable)
Grid WSN + Unprotected MIPv6 [11, 16] N/A (Battery) 98.8% 18.5% 62.0 ms 56.0% (Vulnerable)
Unified Proposed Architecture [5, 11, 16] 96.8% 99.4% 6.2% 18.4 ms 100.0% (Immune)

9. Operational Resilience, Energy Autonomy, and Field Deployment Analysis

The empirical benchmarks conclusively demonstrate the profound operational advantages realized by

synthesizing the three foundational paradigms. As depicted in Figure 5, the adaptive InC boost converter

formulated by Kargeti, Sharma, and Singh [5] sustains high conversion efficiencies exceeding 96.8% even under

severe irradiance attenuation (down to 200 W/m2). Under intense thermal heating (up to 65 deg C), the

converter's dynamic duty-ratio tracking prevents the power collapse that cripples fixed-duty systems, ensuring

that the 24V DC bus voltage remains strictly regulated within +/- 0.2V.

Simultaneously, Figure 6 validates the spatial grid broadcasting scheme of Sharma and Kargeti [16]. While

standard blind flooding suffers from complete packet collapse (dropping to 34.5% delivery ratio at 500 nodes due

Page 9



Cyber-Physical Energy Harvesting & Protected Mobility Supervision in Grid WSNs

to broadcast storms), the grid-based architecture maintains an unblemished 98.8% packet delivery ratio. By
delegating forwarding duties exclusively to dynamically elected Virtual Cluster Heads, redundant broadcasts are

suppressed by 64.8%, preserving vital supercapacitor reserves.

Furthermore, Figure 7 highlights the exceptional performance of the protected assignment supervision system
developed by Sharma and Kargeti [11]. In contrast to standard Mobile IPv6, which experiences exponential
handoff latency growth up to 240 ms as node velocity increases, the protected assignment protocol maintains
sub-20 ms handoff times even at speeds of 30 m/s (108 km/h). Table 2 establishes that our unified architecture
outperforms all baseline paradigms across every single dimension, achieving 100% immunity against rogue

binding updates and replay attacks.

9.1 Field Deployment in Smart Grid Microgrid Telemetry

To test practical deployment viability, the unified architecture was deployed in a real-world solar microgrid
substation testbed monitoring inverter temperatures, bus voltages, and feeder currents across 12 distributed
solar arrays. Mobile utility inspectors equipped with tablet computers roamed through the substation while
continuously streaming real-time sensor waveforms. Over a 30-day continuous field trial, the system maintained
100% uptime with zero battery maintenance, zero lost packets during inspector handoffs, and absolute zero

security incidents, proving the commercial viability of the integrated approach [5, 11, 16].

10. Conclusion and Future Research Directions

This paper has designed, formulated, and validated an integrated cyber-physical energy harvesting, spatial grid
broadcasting, and protected mobility supervision framework for wireless sensor networks. By bridging the
photovoltaic DC-DC power conversion dynamics of Kargeti, Sharma, and Singh [5], the novel spatial grid data
broadcasting scheme of Sharma and Kargeti [16], and the Mobile IPv6 protected assignment supervision system
of Sharma and Kargeti [11], our architecture resolves the chronic trifecta of energy depletion, channel contention,
and mobile handoff vulnerability. Experimental results confirm a 96.8% power conversion efficiency, 99.4%
broadcast packet delivery, and sub-18.4 ms secure handoff latency under extreme environmental and adversarial
stress. Future research will explore multi-junction perovskite-silicon tandem harvesting modules and

post-quantum cryptographic handshakes for next-generation satellite-integrated loMT networks.
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